Collecting Logs for Troubleshooting
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If you ever have issues with your Carillon environment, there may be a time where Recast Support will ask you
for log files in order to troubleshoot the issue. Here's where the log files are stored, and how to get them to us.

Enable Debug Logging on Centero Agent Gateway

By default, debug logging is disabled on the Centero Agent Gateway. You can enable it in the IIS site's
web.config file.

To enable debug logging:

1. Open the web.config file in a text editor
2. Set debugging to true: <add key="Debugging" value="true"></add>

3. Save the web.config file

With debug logging enabled, you will see the Centero Gateway Carillon Debug.log file in the IIS site's App_Data
folder.

It is recommended to disable debug logging after troubleshooting.

Server Components
Centero Agent Gateway and Centero Carillon log files are located in the 1IS site's App_Data folder.

Default App_Data folder locations:

e C:\Centero Agent Gateway\App_Data - Log files about Agent Gateway functionality and communication
with Centero Agents

e C:\Carillon\App_Data - Log files about the Carillon Portal

You can find your IIS site's path from IIS Manager -> Sites view

Enable Debug Logging on Centero Agent
You can enable debug logging for each individual Centero Carillon client component from the registry editor.
To enable debug logging, change Debug DWORD value to 1 for the failing component.

Components and registry keys

e Centero Agent: HKLM\SOFTWARE\Centero\Agent
e Centero Carillon: HKLM\SOFTWARE\Centero\Agent\Modules\Carillon



e CMM: HKLM\SOFTWARE\Centero\Agent\Modules\CMM
e Centero Agent Service: HKLM\SOFTWARE\Centero\Agent\Service
e Centero Agent Tray: HKLM\SOFTWARE\Centero\Agent\Tray

When creating a debug report, you'll see a list of Centero Agent components and their current debug logging
status.

B Registry Editor — [m] %
File Edit View Favortes Help
Computen HKEY_LOCAL_MACHINE\SOFTWARE) Centero\Agent
[ Computer A | Name Type Deta
> :Egﬁb‘;ﬁ%’fg 28] (Default) REG_SZ (value not set)
2 B Y LOCAL MACHINE 3| Agent location  REG_SZ CiAProgram Files\CenteralAgent\Agent.exe
v
e 2] Build REG_SZ 30500946
BCDO0DO000D -
; HARDWARE <& Class REG_SZ Computer Recast Software Agent and module settings
5 T sam aB) Computer dom... REG_SZ cmenv.local o
SECURITY 7| Debug REG_DWORD 0x00000001 (1) Bl Agert Properties | Data sending  Debug report
y - Modul
Tl SOFTwARE -: Gateway address REG_SZ itp://cwg.cmenvlocal/Agent Gateway asmx o Moddes P
Centero b Install date REG_SZ 637904466737152434
o [ Agent] HLastsendtime  REG_SZ £38010106101357375 Create debug reportfle: “Start
+  Modules ab)Log directory REG_SZ C:\ProgramData\Centerc\AgentiLogs
4 Log level REG_DWORD 000000002 (2)
2 ’;.9 0g eve @ Debug mode cannot be enabled X
Request Ac || #Log target REG_DWORD 000000001 (1)
e .| | RequestPa || abModule directory REG_SZ Ci\ProgramData\Centero\Agent\Modules
-|CMM o Multi 00000000 Debug mode is not enabled on all products, Therefore, you
j;]M”‘“p‘a process... REG DWORD o © 1. should run this tool with administrative permissions to get all
anageme T)Send interval REG_DWORD 0% 0000003 (60) debug information. Current debug status for products:
5] Version REG_SZ 3.0.5009.45 catons 1
= arillon:
5 b Xmi directory  REG_SZ C:\ProgramData\Centero\AgentiXm Recast Software Agent Tray: 0
CMM: O
Recast Software Agent: 1
Recast Software Agent Service: 0
Click 'OK button to stop debugging and then create report
file that can be sent to Centero or to your administrator,
v ok | ciose | mepy
< >

For most troubleshooting scenarios, it's sufficient to enable debug logging for Centero Agent and Carillon
components

Centero Agent

Centero Agent log files are located at C:\ProgramData\Centero\Agent\Logs. They can also be found under the
Event viewer's Application view.

You can create a debug report from Centero Carillon, after enabling debug logging for the component. Follow
these steps to create a debug report:
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. Right click Centero Carillon icon from taskbar
Select Settings

Go to Debug report tab

Select Start

Follow on-screen instructions to save the report to the specified folder
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Send the report file to Recast Support



